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Liu and Zhang: Dynamic and Interactive Wireless Local Area Network Onboarding

DYNAMIC AND INTERACTIVE WIRELESS LOCAL AREA NETWORK
ONBOARDING
Abstract
A system for providing a dynamic and interactive wireless local area network access to
guest users (i.e., onboarding) may include at least a network authenticator (or host device), a
network access requestor (or guest device), and an access point. A request to access the wireless
network by a guest device is received by the access point. The access point prompts the guest
device to provide identifying information (e.g., passcode, username, key, pin, etc.) which is then
routed to the network authenticator. The network authenticator either rejects the request or
approves the request and establishes a connection policy for the guest device. An example
connection policy may impose a limit on data usage by the guest device or restrict access to
certain blacklisted websites.
Background
A wireless local area network (WLAN) allows a client device to access network
resources by establishing a wireless connection to the WLAN through an access point. The
client device may access the internet, access peripheral devices connected to the WLAN, or
communicate with other client devices while connected to the WLAN. An owner or operator of
a WLAN may wish to limit access to the network to only those devices or users that have been
authenticated in order to prevent unauthorized users/devices from accessing the network
resources. To do so, the WLAN owner typically configures the access point to require a security
code or passphrase from client devices before they are granted access to the WLAN. The owner
of a WLAN may wish to grant some clients access to the WLAN without disclosing the security
code or passphrase. In addition, the owner of a WLAN may not want to grant all clients the same

Published by Technical Disclosure Commons, 2020

2

Defensive Publications Series, Art. 3123 [2020]

level of access to the network resources. In such situations, the access point can be configured to
allow a WLAN owner to authenticate a guest device and set up a connection policy for the guest
and/or their device.
Description
An example system for providing access to a WLAN is shown in Figure 1. The system
includes a wireless access point, a WLAN, and a host device connected to the WLAN.
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Access points are networking devices that allow wireless fidelity (Wi-Fi) enabled devices
to connect to a wired network. An access point connects to a wired router, switch, or hub,
directly or via Universal Serial Bus (USB) or cellular connection, and projects a Wi-Fi signal to
a designated, geographically limited, area using a wireless distribution method (e.g., spreadspectrum or orthogonal frequency-division multiplexing ). Access points act as central
transmitters and receivers of wireless radio signals and are used in homes and business networks
to accommodate wireless client devices. Wireless client devices can associate with the wireless
access point to access WLANs using established Wi-Fi standards (e.g., Institute of Electrical and
Electronics Engineers (IEEE) 802.11). Wireless client devices may be any type of processing
device configured to operate and/or communicate in a wireless environment. For example, and
without limitation, wireless client devices can include desktop computers, laptop computers,
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tablets, cellular telephones, networked appliances, cameras, media players, navigation devices,
game consoles, or other data processing devices.
To illustrate the system and method of providing a dynamic and interactive WLAN
access to guest users, a home WLAN is contemplated. A guest to the home may use their device
to scan for available networks in the area. The guest can then select the WLAN associated with
the home and request access to the WLAN by initiating a connection to the WLAN. As
illustrated in Figure 2, after receipt of the request to access the WLAN, the access point
associated with the WLAN sends a request to the guest’s device prompting the guest to input
their identity or other identifying information. In some embodiments, the identifying
information can be anything the guest chooses, such as their name or a passphrase. In this
respect, this onboarding process (that is, the process of gaining WLAN access though an access
point) is dynamic because a guest need not establish an account or user identity prior to
requesting access to the WLAN. As long as the information provided by the guest can be
recognized by the host of the WLAN, the input of identifying information may be unconstrained.
In other embodiments, the access point can be configured to request specific information from a
user, such as name and photo, in order to standardize the information that is provided to the host
for authentication.
The identifying information is received by the access point, which routes the request and
identifying information to an authenticator device for verification and approval by the host
(owner) of the WLAN. The host can then grant the access request and set up a connection policy
for that particular guest. The authenticator device may be a device connected to the WLAN and
configured with administrative privileges to set access policies for the WLAN. The authenticator
device may be a device in physical or virtual proximity to the WLAN. For example, the
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authenticator device can be a processing device used by the WLAN owner or it might reside on a
cloud, or virtual, server that is connected to the WLAN via the internet.
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Figure 2
A connection policy, as defined by the host, may limit the guest device’s access to within
a certain timeframe. For example, a guest device might only be granted access to the network for
a specified number of hours or until a specified time. The connection policy may also account
for the performance of the WLAN. WLANs have a finite amount of bandwidth, which is shared
between all devices connected to the network at a given time. Thus, a network with many
connected devices or with connected devices that are transferring large amounts of data can
suffer from reduced performance. For this reason, the host may wish to set up a connection
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policy for a specific guest that limits the amount of bandwidth the guest’s device can utilize. This
might include imposing limits on streaming of video and gaming content by the guest device or
limiting the size of files that might be uploaded or downloaded by the guest device while
connected to the WLAN. Further, a host may wish to limit a guest’s exposure to certain content
available on the internet. In such instances, a connection policy can include a list of websites
(i.e., a blacklist) or categories of websites that a guest cannot access via their connection to the
WLAN.
As setting up a connection policy for each guest each time they request access to the
WLAN might be time-consuming and inefficient, a host can elect to set up one or more virtual
local area networks (VLANs) associated with the WLAN and assign a connection policy for each
VLAN. A VLAN is a local area network that maps devices on a basis other than geographic
location, for example, by type of user, department, or other common characteristic of the
network users and/or their devices. Thus, a WLAN host can set up a VLAN for each category of
guest that may request access to the WLAN and configure a connection policy for each VLAN.
For instance, a host might set up a VLAN for guests who are minors. The connection policy for
the VLAN might include a limit on the number hours the guest is allowed to remain connected
and can also include a blacklist of websites with child-sensitive URLs or websites that are
otherwise not suitable for minors. To illustrate another example, a host may set up a VLAN for
guests to an office that are only authorized to utilize certain resources of the network, such as
non-sensitive data storage locations or certain peripheral devices connected to the network. A
connection policy for this category of guest might restrict access to certain servers connected to
the network and/or it might restrict the types of files that can be uploaded or downloaded by the
guests assigned to that particular VLAN.
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A connection policy established by the host may require that a guest resubmit their
identifying information each time they submit an access request to the AP or it can be configured
to remember a guest and/or their device and allow the guest device to connect to the WLAN
without requesting authentication each time.
Granting access to the WLAN and setting up connection policies can be performed by the
host of the WLAN or it may be automated. In instances where authentication is automated, the
information provided with a guest access request is compared to a set of rules or criteria to
determine whether access should be granted and to determine an appropriate connection policy
to be applied upon connection to the WLAN and during the guest’s connection to the WLAN.
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